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Abstract

Al agents open pull requests, allocate cloud resources, charge
cards, and post status updates to team channels. They in-
creasingly delegate their work to trees of sub-agents and
helper processes that the model shapes at runtime. When
these computations end before their work is done, for ex-
ample because the user cancels them, their token budget
runs out, or they crash, their processes stop, but their effects
remain. We argue that managing these effects is a garbage
collection problem over external services. Remove an effect
too early, and something that depends on it breaks. Never
remove it, and it leaks. Unlike memory, this heap belongs
to other services, the code that creates effects is chosen at
runtime and cannot be instrumented, other people start de-
pending on effects without telling anyone, and every part of
the system can crash.

We present effect recovery, an abstraction for disposing
of the external effects a computation leaves behind when it
ends. It guarantees that a computation leaves no dangling
effects and no silent leaks. It records every effect before it
happens and decides what happens to each one after the com-
putation ends. Requests leave the computation only through
a monitor, which records each one before forwarding it. Be-
cause the computation can stop at any point, a controller
that outlives it works from this record. It removes an effect
only when removal is known to be safe, and otherwise keeps
it or escalates it to a human. Effects that no later step needs,
such as the final pull request, wait until the user completes
the task, so an aborted task never creates them. Our eval-
uation shows that our implementation of effect recovery
mediates real agent workloads without meaningfully reduc-
ing their task success or adding noticeable latency, and that
its guarantee holds when computations fail at any point.

1 Introduction

Al agents increasingly act on services outside the machine
they run on by opening pull requests, allocating cloud re-
sources, charging cards, and posting to team channels. They
also delegate. A single task typically grows into a tree of
sub-agents and helper processes that can each call a service
provider or start further processes. The model shapes this
tree dynamically while the task runs.

These computations often end before their work is done
for ordinary reasons, for example because the user cancels
the task, its budget runs out, it times out, or its host restarts.
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Budgets and deadlines alone stop many runs. For example,
31% of SWE-agent’s runs on SWE-bench exhausted their $4
cost budget [62]. In AgentBench, running out of interaction
rounds is the predominant cause of failure [37]. GitHub’s
Copilot cloud agent stops any session after 59 minutes, fin-
ished or not [23]. The model side fails too. An agent that
fans out into many sub-agents can hit the LLM provider’s
rate limits, so the run stalls or fails mid-task.

When such a computation ends, its processes stop, but the
changes it made at external services remain. These can be a
pull request, a test customer, a half-applied deployment, or a
status message already posted to the team’s channel. Neither
the user nor the system knows which computation created
these effects, or whether they should be kept. Claude Code,
which lets agents start nested sub-agents, recently added
limits on nesting depth and spend [8], but these limits bound
only what a computation consumes.

We present effect recovery, which guarantees that a com-
putation leaves no dangling effects and no silent leaks. Every
request leaves the computation through a monitor, like a ref-
erence monitor [7, 51]. The monitor records the request in a
durable ledger before forwarding it. A controller that outlives
the computation reads the ledger and ensures that each effect
reaches an intended outcome, one of the settled or owned
outcomes of §3.3, whether or not the computation finishes
successfully. It removes an effect only when the removal is
known to be safe. Otherwise, it keeps the effect or escalates
it to an owner outside the computation, such as a human or
a supervising agent. Effects that no later step needs, such
as a pull request that is the task’s final deliverable, are held
back, recorded but not sent, until the user completes the task,
so an aborted task never creates them. In our adapters, only
pull requests and subscriptions are held back. Holding an
effect back follows output commit [22, 41], which releases
output only once it is known to be final. Here, the user’s
decision to complete the task is what makes it final. Small
per-provider adapters, a few dozen lines of code per effect
type, such as a GitHub branch or a Stripe customer, tell the
monitor and the controller what each request does and what
the provider guarantees about removing its effect.

Providing these guarantees raises three challenges. First,
the ledger cannot be based on what the agent reports. An
agent reports only the effects still in its context. We mea-
sured this on agents from four model families. Once its older



turns were summarized, an agent listed only half of its ef-
fects and none of the effects a sub-agent made for it. Its
helper processes, such as a curl command, a shell script, or
a package installer, also make calls it never sees, which is
why the monitor records each request at the point where it
leaves the computation. Second, removal is risky, because
the references that make a removal unsafe often live at the
provider or with other people, where the controller cannot
see them. Third, the computation can stop at any point. A
provider can also execute a request even though its response
is lost on the way back. Both the ledger and the controller’s
decisions must survive these failures.

We argue that this is a garbage collection problem. Each
effect is like an object in a heap that lives at external services
and must be reclaimed once nobody needs it. Reclaiming
it too early leaves something dangling, as when deleting a
leftover branch closes a pull request that a teammate opened
from it. Never reclaiming it leaks it. These are the two failures
our guarantee rules out. A garbage collector does not rely
on the program to report what it allocated. Similarly, our
controller does not depend on the computation but uses
the ledger that the computation cannot skip, and unlike a
collector it keeps working after the program has stopped.
It tracks who still needs each effect through claims in the
ledger, much as a distributed collector tracks which clients
hold a reference [12].

Existing systems address parts of this problem. Durable
execution engines such as Temporal, Restate, and DBOS [20,
49, 58] survive crashes and make programmer-written com-
pensations reliable for work that enters their API, but a
script’s subprocess can bypass that API. Kubernetes owner
references and finalizers [60] govern the cleanup of objects
in Kubernetes’s own API, and external calls that the API
does not represent fall outside that mechanism. Transac-
tional outboxes [50] hold messages until commit, but only
for code that routes messages through them. Tool-call au-
thorization [52, 66] decides whether a call may happen, and
does nothing about the effect afterward. Each of these covers
only the work that passes through its own interface. None
takes responsibility for effects created outside it. Finally, Ope-
nAI’s Codex cloud, a hosted coding agent, avoids the problem
by default. It runs each task in a cloud container with the
agent’s internet access turned off [43] and returns its work,
such as a proposed pull request, for the user to review [45].
Once users turn internet access on for an environment [43],
or let an agent call external tools through OpenATI’s plat-
form [44], the problem resurfaces. A disconnected default
can suit some coding tasks, but an agent that charges a card,
posts to a channel, or provisions infrastructure has to reach
those services while it runs.

Evaluation. We built two implementations. The first runs
the monitor, a durable ledger, and the controller as user-level
Python processes behind a container’s network confinement,
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with adapters for GitHub, Stripe, Slack, and AWS. The second
enforces the same boundary in the kernel. We also model-
check the contract’s core invariant over a simplified model.
Our evaluation answers five questions. First, do the options
people use today leave dangling effects or silent leaks where
effect recovery leaves none? Second, is each of its compo-
nents necessary? We remove one component at a time under
a scenario built to exercise it. Third, does the guarantee hold
when the monitor or the controller is killed, or a response is
lost, at any step? Fourth, do real agents still complete their
tasks at a rate comparable to running without the system?
We fixed a two-point margin for this comparison in advance.
Finally, how many effects does the controller dispose of with-
out a person, and what does mediation cost?

Results. Removing any one component produces the fail-
ure it exists to prevent, while the complete system never fails
the guarantee in 380 trials. Under 4,400 fault injections at
22 points on each of macOS and Linux, no effect is left dan-
gling or leaked. None of the 22,000 effects in these trials that
needed a decision is disposed of incorrectly. The monitor
adds 3.8 to 4.7 ms per call against emulators and 2.4 to 4.4%
of a call’s round trip against real providers. One monitor
sustains 565 calls per second across 500 concurrent domains.
Real agents complete 1.1 percentage points fewer tasks under
effect recovery. The estimate is inside the two-point margin
we fixed in advance. An attempt takes 0.1 more turns and 3 s
more on average, with the same tokens. An abort leaves 42%
of real agents’ effects settled without a person.

Contributions. This paper makes three contributions.

e We identify the lifetime of agents’ external effects as a
garbage collection problem and define effect recovery
and its contract.

e We present its design and implementation.

e We show that each component is necessary within
this architecture, that tested existing constructions do
not reach the same completeness without equivalent
machinery, that agents complete nearly as many tasks,
and that the cost is acceptable.

2 Background and Motivation

How agents reach providers. An agent’s requests reach
a provider along several paths. Some go through tools that
the agent’s harness exposes and can log. Many do not. The
agent runs command-line clients such as gh or the Stripe
CLI, writes scripts that call a provider’s SDK, and starts
helper processes that send raw HTTP requests with curl.
Providers also differ in what happens when something is
removed. Some refuse to delete a resource that others still use,
e.g., S3 refuses to delete a bucket that still holds objects [3].
Some check a condition in the same operation as the delete.
Others delete whatever they are asked to, e.g., GitHub deletes
a branch even while a pull request is open on it. Finally,
other people work in the same accounts and repositories, so
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Figure 1. One run of the running example. Dashed arcs mark
the only fixed orders. The dotted arrow is the lost response.

a leftover branch or test customer can become someone’s
dependency without anyone telling the agent.

Running example. An on-call engineer asks a coding
agent to fix checkout failures that started after a payment
SDK upgrade. The only deliverable the engineer expects
is a pull request with the fix. Other engineers’ agents use
the same test accounts and credentials. Figure 1 shows one
run. The agent creates a branch, a customer and an uncap-
tured payment in the payment provider’s test mode to re-
produce the failure. It delegates dependency analysis to a
sub-agent, whose helper creates a second customer by call-
ing the provider directly with curl. The agent then posts
a status update to the team’s Slack channel and opens the
pull request. Before the task finishes, the token budget runs
out and the computation is stopped, possibly just after the
provider executed the payment and before its response ar-
rived. A teammate opens a pull request of their own from
the agent’s branch, either before or after the stop. The agent
chose these steps and their order while it ran. Another run
might skip the status update or create a third customer. Only
data dependencies fix an order, since the payment needs the
customer’s identifier and the pull request names the branch.

What today’s options do. Today’s options each miss part
of this run. Doing nothing leaves the branch, the customer,
the payment, and the status update behind. Cleaning up by
hand later risks deleting the branch under the teammate’s
pull request. The agent cannot clean up after itself, because
the budget stopped it and because its own list omits the
helper’s customer. A durable execution engine [49, 53, 58]
journals the steps it runs and compensates them after a crash,
but the helper’s curl call runs inside a script and never
becomes a step. Tagging every resource and sweeping by tag
misses whatever the helper created without the tag. Giving
each run its own credentials lets provider records attribute
effects [6], but here the runs share credentials. None of these
options can keep the pull request of a stopped run from
reaching GitHub or check whether the teammate is using
the branch before removing it. A sandbox with the network
turned off [42, 61] avoids all of this only by not doing the task.

Resource managers such as Kubernetes [60], Crossplane [18],
and Terraform [26] manage only resources declared through
their own interfaces. Transactional outboxes [17, 39, 50]
publish only the messages that code routes through them.
Neither sees the helper’s call.

Why this is hard. The run shows the three problems of
§1. The record of what the run did cannot come from the
agent, whose summarized context has lost half of its effects
and which never saw the helper’s curl call. Whether an
effect may be removed depends on facts the run does not
hold, such as the teammate’s pull request at GitHub. The
customer is scratch and the pull request is the deliverable, so
keeping everything leaks and deleting everything removes
the deliverable. The agent cannot tell them apart for us,
since its own success is in question. Finally, the stop can fall
between any two steps, and a provider can execute a request
whose response is lost, or even execute it after a lookup
has come back empty. None of this needs an adversary. A
summarized context, an ordinary model error, a budget, or a
teammate is enough.

3 The Effect Recovery Abstraction

Any system that takes responsibility for these effects needs
four things. It needs a complete record of every effect, taken
where each request leaves the computation instead of re-
ported by the agent. It needs to track who still depends on
each effect and never remove one that anyone might still
need, including a dependent it cannot see. It needs a rule for
when removing an effect is safe, with a safe fallback when it
is not. It should avoid creating effects the task may not keep.

3.1 Model and Assumptions

A computation is an agent together with every sub-agent and
helper process it starts. A provider is an external service that
the computation acts on, such as GitHub, Stripe, or Slack.
An effect is a mutation that a request from the computation
makes, or would make, to state at a provider. Its effect type
names the kind of mutation per provider, such as a GitHub
branch or a Stripe customer. Reads are not effects. A domain
is one computation together with every effect it causes. A
domain is live from its start until it is completed or aborted.
The user is whoever starts the task and decides whether
it succeeded. A domain can also start a child domain for
delegated work. When a child completes, the claims on its
deliverables pass to its nearest live ancestor.

Effect recovery consists of four trusted parts that run out-
side the computation: the monitor, the ledger, the controller,
and the per-provider adapters. It also trusts the launcher,
which starts each computation in its domain and holds the
domain’s lease. We do not trust the computation to report or
decide anything about its effects. It may forget or misreport
what it did, start processes that call providers directly or
ignore proxy settings, and stop at any time. We assume that
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Figure 2. Effect lifecycle. Shaded outcomes are settled, meaning nothing remains to be done. Outcomes with a thick border
are owned, meaning a named party is responsible for what remains. An orphaned effect first waits a short grace period (not
shown). §4.2 defines intents, dispatch marks, and outstanding effects. A released effect is sent like any other request, so it can

still be rejected or become uncertain (§4.8).

it is not malicious (§7). The trusted parts behave as specified
but may crash. Providers follow their documented API se-
mantics. Other people act on the same provider state at any
time and can come to depend on an effect through paths that
effect recovery never sees.

3.2 Ending a Domain

The computation holds no provider credential, so it can reach
a provider only through the monitor. When the task has
succeeded, the user completes the domain by naming its
deliverables, the effects that the task was meant to produce,
such as the pull request. The launcher holds a lease on the
domain and renews it until the domain ends. If the lease
expires, because the launcher died or its host restarted, the
domain is aborted.

What adapters declare. Each provider’s adapter declares
three things per effect type. It declares whether the type is
held back, meaning recorded but not sent to the provider
until the user completes the domain. Every other type is
immediate. It declares whether the type is scratch, meaning
intermediate work that should not outlive a successful task,
such as the test customer. It declares the conditions, if any,
under which the controller may remove an effect of the type
(§4.6). Which types to hold back is a policy choice. We use
one simple default (§4.5) and do not claim it as a contribution.

3.3 Claims, Outcomes, and the Contract

A claim is a record in the ledger stating that someone still
needs an effect. Claims have three kinds of holders. A live
domain holds a claim on each of its effects. An effect holds
a claim on every effect it requires, e.g., the payment holds
one on the customer it charges. After the user completes a

domain, the user’s account holds a claim on each deliverable
and released effect. An effect that no claim holds is orphaned.

Figure 2 follows an effect from its request to one of seven
outcomes. An outcome is settled when nothing remains to
be done. The effect was released when the user completed its
domain, discarded before any provider saw it, removed by the
controller, or rejected by the provider. An outcome is owned
when a named party is responsible for what remains. The ef-
fect is kept under a claim, escalated to its owner, or uncertain
with an owner because nobody can establish whether its re-
quest executed. The owner is the user unless the deployment
names someone else.

Why this works. The abstraction treats the lifetime of ef-
fects as garbage collection. Effects are the objects and claims
are the references. Live domains and the user’s account are
the roots, and the controller is the collector.

Unlike a memory collector, the controller cannot see every
reference. Reclaiming an effect is also a request to a provider,
which may refuse it, delete dependents along with it, or
lose the response. When the budget stop aborts the running
example’s domain, the controller deletes the bot’s status
message and cancels the uncaptured payment. It escalates the
branch and both customers, because GitHub and Stripe delete
such objects even while others depend on them [25, 55].

The contract. Effect recovery guarantees four properties.

P1 Complete recording. Every request from the compu-
tation that changes provider state passes the monitor
and is recorded durably, attributed to its domain, before
it is forwarded, and each recorded request is forwarded
at most once.
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Figure 3. One run of the running example. Blue arrows are the computation’s requests, gold arrows the controller’s work, and

the green arrow the user’s decision. The teammate’s dependency on the branch is invisible to the monitor. Numbers mark the

steps of §4.1.

P2 Outside decision. Only the user or an expired lease
ends a domain. The user completes it by naming its de-
liverables or aborts it. The computation can do neither.

P3 Complete disposition. If the controller eventually
runs and providers eventually answer, each recorded
effect reaches exactly one settled or owned outcome.

P4 Safe removal. The controller removes an effect only
while no claim holds it, and only under one of the justi-
fications of §4.6. Every other effect is kept or escalated.

Figure 2 shows where each property applies. P1 covers the
step from request to recorded. P2 covers the transitions that
complete or abort a domain. P3 states that every recorded
effect reaches one of the seven outcomes on the right. P4 gov-
erns the step from orphaned to removed. Undo is attempted
wherever a justification allows it, but it is not guaranteed.

4 Design
4.1 Overview

Figure 3 follows the running example. (1) A launcher starts
the computation in a domain whose only route to the net-
work leads to the monitor, and takes the domain’s lease.
(2) Every request, including the helper’s curl call, reaches
the monitor. (3) The monitor asks the provider’s adapter
which effect type the request creates and records it in the
ledger, with the domain’s claim on the new effect, before do-
ing anything else. (4) It forwards the branch, the customers,
the payment, and the status update. It holds back the pull
request and answers it with a receipt, so the computation
can continue. The payment’s response is lost, so the ledger
marks the payment uncertain. (5) When the budget runs out,
the launcher aborts the domain for the user. (6) The con-
troller reads the ledger and brings every effect to an outcome
through the adapters (§3.3).

4.2 The Monitor and the Ledger

Observation at the network. The helper’s curl call
never appears among the agent’s tool calls. Hooks around

the agent’s tools [9] see only the calls made through
them [66], which breaks complete mediation [51]. The mon-
itor therefore sits where requests leave the computation, as
the only destination the domain can reach. The computation
holds a domain credential in place of any provider credential.
The monitor resolves it to the domain on every request
and substitutes the real credential only when it forwards.
The monitor, the ledger, and the controller can run in user
space behind a container’s network confinement, or behind
a boundary that the kernel enforces (§5).

Classification. For each request, the monitor asks the
provider’s adapter, a module it loads, whether it is a read or
creates an effect of some type, and which recorded effects
it references. Reads pass through unrecorded. A mutating
request of an unrecognized type is recorded under an un-
known type, which the controller later escalates. A gap in
an adapter can thus cause an escalation, but it never leaves
an effect unrecorded. A request that changes or deletes a
recorded effect is recorded as a new effect that references
the original.

Record before forwarding. For each mutating request,
the monitor writes an intent to the ledger in one transaction.
It holds the saved request, the domain’s claim on the new
effect, and a claim on each referenced effect. The monitor
then durably marks the request as dispatched in a second
commit and only then forwards it. When the response
arrives, the adapter extracts the resource’s identity, such
as the branch name, and the effect becomes outstanding. A
rejection makes it rejected. A response without an identity,
a transport error, or a server error makes it uncertain. This
order makes P1 hold under crashes.

The ledger. The ledger is a durable, transactional store
of domains, effects, claims, saved requests, and an event
log of every effect’s state transitions. Each effect carries a
version that every state change checks and increments, so
the monitor and the controller never change one effect at
the same time.



4.3 Adapters

An adapter holds one provider’s specific knowledge. It classi-
fies each request by effect type, extracts identities and refer-
ences from real requests and responses, and states whether
a reference requires the referenced effect to persist. It imple-
ments removal and a lookup that finds the effect of a request
whose response was lost. It declares the provider facts the
controller relies on, namely the idempotency key and its re-
tention [56], whether the provider refuses to delete an object
that others depend on, and whether it offers a conditional
delete. It also states whether the type is scratch and whether
the deployment’s workloads can need it later.

An adapter is written once per provider and reused for
every task and agent. It needs no cooperation from the agent.
Adapters are trusted. A wrong declaration, such as calling a
type dependency-free when others can depend on it, weak-
ens P4 for that type.

4.4 The Controller

The controller is a separate process that keeps all its state in
the ledger, so it survives the computation and its own restart.
Like a collector’s marking pass, each periodic pass aborts
the domains whose lease has expired, drops their claims,
and marks every effect left without a claim as orphaned.
An orphan first waits a short grace period, during which a
request from another live domain can claim it again. The
controller then applies the adapter’s removal rule to each
orphan (§4.6), looks up uncertain effects (§4.8), and finishes
removals in progress.

An effect holds a claim on every effect it requires and drops
these claims only when it is removed, discarded, or rejected.
The controller therefore disposes of dependents before their
dependencies. An escalated effect keeps its claims. When a
child domain completes, the claims on its deliverables pass to
the nearest live ancestor, or to the user’s account at the root.

4.5 Holding Effects Back

For a held-back type, the monitor records the request,
answers it with a receipt that carries the effect’s ID, and
does not forward it. A later request can use this ID, which
the monitor replaces with the provider’s identity on release.
When the user completes the domain, the monitor releases
the held-back effects in recorded order, so a referenced effect
is sent first. When the domain is aborted, they are discarded.
An aborted task therefore never creates these effects, while
a released effect is disposed of like any other. This is output
commit, with the user’s decision in place of durability.

Which types to hold back. A later step that needs an
effect’s response, or needs the effect to exist, fails if the effect
is held back. Our default holds a type back if and only if no
later step of the workload can need it and no justification
allows its removal. Under the prototype’s declarations, only
GitHub pull requests and Stripe subscriptions are held back,
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because no later step needs them and no justification removes
them. The same type can be a deliverable in one task and
a prerequisite in another, so we treat the rule as policy. We
measure it against holding back every type that can be held
and holding back nothing, which trade task success against
protection (§6.5).

Why discard on abort. A domain is usually aborted be-
cause its computation died, so a discarded request might
have succeeded. We do not keep it for later release, because
it was composed against a world that may have changed. A
deployment may declare escalation instead.

Held-back effects hold claims. A held-back pull request
references its branch. Without a claim, the controller could
remove the branch before release and make a successful task
fail. A held-back effect therefore holds its claims from the
moment it is recorded, and its release rechecks the fence in
the same transaction. A client that retries a held-back request
would otherwise create two held-back effects, so the ledger
merges a retried request with an identical held-back request
of the same domain.

4.6 Safe Removal

Others can start using an effect at any time without the mon-
itor seeing it. The controller removes an orphan only under
one of three justifications. Under the provider refuses, the
provider rejects the delete while any dependent exists, as
AWS does for a VPC in use [4, 5]. Under conditional delete,
the provider checks a precondition and deletes in the same
operation. Under dependency-free, the adapter declares that
nothing can depend on the type, as for an uncaptured pay-
ment [54]. An effect of any other type is kept or escalated.

Listing the dependents and then deleting does not qualify,
because a dependent created in between is destroyed. GitHub
deletes a branch without any precondition and closes its open
pull requests [25], so no justification applies to a GitHub
branch, and the controller never removes one. Branch pro-
tection [24] forbids deletion altogether. A deployment may al-
low list-then-delete as a declared bounded-risk policy, which
we never count as safe.

Observed references only add protection. A claim from a
referencing effect can stop a removal but can never cause
one. Claims protect the dependents the monitor records, and
justifications protect those it cannot see. The controller starts
a removal only by a compare-and-set on the effect’s version
while no claim holds it. In the opposite order, the fence makes
the monitor reject any request that references an effect being
removed.

4.7 Completion

When the user completes a domain and declares its deliver-
ables, the user’s account claims each deliverable and the held-
back effects are released. The domain’s claims on scratch
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effects are dropped, so they are removed under a justifica-
tion or escalated. Every other effect is escalated with its full
record. A scratch effect stays as long as a kept effect requires
it, as the branch stays under the released pull request.

4.8 Fault Tolerance

The computation stops. The user or the launcher aborts
the domain. If the launcher dies too, its lease expires and the
controller aborts the domain.

The monitor crashes. When the monitor restarts, an
intent without a dispatch mark was never forwarded, so it is
rejected, and a held-back request stays held. An intent with
a dispatch mark may have executed, so its effect becomes
uncertain and is looked up. The monitor holds a lock on the
ledger for its lifetime, and the controller handles unfinished
intents only when it can take that lock. At restart, the moni-
tor releases the held-back effects of domains that completed
before the crash.

The controller crashes. A restarted controller resumes
from the ledger and repeats any removal in progress, which is
safe because removal treats an absent resource as removed. A
second lock ensures that only one controller acts on a ledger.

A response is lost. As with a remote procedure call [13],
the caller cannot tell whether the request executed. The sys-
tem never sends it again, since that could create a second
effect. The controller asks the adapter to look up the uncer-
tain effect. A found resource makes the effect outstanding,.
An empty lookup is not enough, because the request may
still execute later. The controller writes off an uncertain ef-
fect as rejected only with proof that the request cannot still
execute. The proof is an idempotency key whose outcome is
final [56], an expired provider-bounded request lifetime, or a
record that the request was never forwarded. Otherwise the
effect is escalated after a bounded number of failed lookups.

The provider refuses or a release fails. A refusal to re-
move is a definite answer, so the controller escalates the
effect with the refusal as evidence. A rejected release is re-
ported, and one with an unknown outcome follows the lost-
response path. Released effects stay released, since effect
recovery attempts no compensation.

4.9 Model-Checked Invariant

We state the core invariant in TLA+ [34] and check it with
TLC [65]. The invariant states that every effect reaching a
provider is recorded first and ends in exactly one outcome,
and that no effect is removed while a recorded effect requires
it or an unrecorded dependent exists, given justified removals
and correct dependency-free declarations. The model has
aroot and a child domain and includes lost responses with
late execution, the three justifications, outside dependents,
held-back effects, completion, and one controller crash. TLC
checks it exhaustively on instances of three and four effects,
and checks progress under fairness with one crash.

Provider Effect types Removal after abort

AWS VPC, S3 bucket provider refuses
AWS instance, CodePipeline  dependency-free
AWS subnet, security group  bounded risk
AWS bucket policy escalate

GitHub  comment dependency-free
GitHub  branch bounded risk
GitHub  issue, pull request escalate

Stripe uncaptured payment dependency-free
Stripe customer, subscription  escalate

Slack message dependency-free
Slack channel escalate

Table 1. Effect types in our adapters and their removal after
abort. Unknown types are escalated. In the guaranteed con-
figuration, bounded-risk types are escalated too.

Three weakened models fail. With list-then-delete, a 12-
step trace destroys an unrecorded dependent (§4.6). With
write-off on an empty lookup, a 6-step trace ends with an
effect that exists after its write-off (§4.8). With held-back
effects that hold no claims, a 17-step trace ends with the
failed release of a successful task (§4.5). The implementation
must discharge five obligations. The intent, its claims, and the
fence check commit in one transaction before forwarding.
A removal starts only by compare-and-set with no claim
present. An effect becomes outstanding only with an identity
from the real response or a lookup. Removal is idempotent.
Release rechecks the fence in the releasing transaction.

5 Implementation

We built two implementations. The evaluation uses the
Python one unless it says otherwise. Its monitor and con-
troller are two processes sharing one SQLite ledger in
write-ahead-log mode with synchronous commits.

Confinement. A launcher starts each computation in a
Docker container whose entry point installs firewall rules
that drop all outgoing traffic except to the monitor, includ-
ing DNS and IPv6, and then drops to an unprivileged user.
Provider host names resolve to the monitor. The domain
credential is a bearer token, or for AWS the access key inside
the SigV4 signature, which the monitor re-signs with the
real key. The monitor never saves authorization headers.

Controller and completion. The controller runs a pass
every 50 ms and escalates an uncertain effect after three
failed lookups. The user completes or aborts a domain
through a ledger operation unreachable from the container.

Adapters. Table 1 lists the effect types. The adapters share
a base class of about 100 lines. The Stripe and Slack adapters
take about 50 and 60 lines, the GitHub adapter about 170,
and the AWS adapter, with six effect types, about 230. Our
harness adds bucket policies as a seventh AWS type. The
GitHub adapter targets Gitea’s GitHub-style API. A separate
60-line adapter targets real GitHub.



Kernel implementation. The second implementation en-
forces the boundary in the kernel. A Linux security mod-
ule of about 5,000 lines of C binds every new process to
its parent’s domain. Members of a domain can reach only
the monitor, here written in Rust. It records every request
in a checksummed append-only ledger before acting, holds
effects back, and enforces the lease.

6 Evaluation

The evaluation answers five questions.

RQ1 Do today’s options leave dangling effects or silent
leaks where effect recovery leaves none?

RQ2 Is each component needed, and do the removal rules
keep effects that others still use?

RQ3 Does the guarantee hold when the monitor or con-
troller crashes, or a provider’s response is lost?

RQ4 Do real agents still complete their tasks under effect
recovery?

RQ5 How many effects does effect recovery dispose of with-
out a person, and at what cost?

6.1 Methodology

Providers and hosts. Experiments run against local em-
ulators of AWS (Moto), GitHub (Gitea), Stripe (stripe-mock),
and Slack (a small fake), and against real test accounts on
Stripe, GitHub, Slack, and AWS S3. Correctness experiments
run on two Linux servers with 16 cores each, two macOS
laptops, and a Mac mini. Per-call latency and throughput
come only from Linux, where a synchronous commit reaches
the device.

Models. Real-agent experiments use Claude Sonnet 5
through Claude Code, with the agent’s own tools removed,
so that every action goes through one tool that runs a
command in the domain.

Configurations. In the guaranteed configuration, every
removal carries one of the three justifications of §4.6. The
prototype also implements the bounded-risk policy of §4.6
for GitHub branches and AWS subnets and security groups.
Where that policy changed an outcome, we report the guaran-
teed configuration beside it. We never count a bounded-risk
removal as safe.

What counts as a failure. We read provider state and
raw provider responses, never the agent’s own account. A
run fails the guarantee if it removes an effect that someone
else still uses (harm), leaves an effect at a provider that no
record names (silent leak), loses a record, releases a held-
back effect early or twice, discards one that should have
been released, removes a deliverable, or leaves an effect with
neither an outcome nor an owner. An unresolved effect with
a named owner is a permitted outcome.
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Option Recall Precision Harm Silent leaks
Agent cleans up 0% 0% 0 153
Durable execution 0% 0% 0 153
Tag and sweep 91.2%  92.5% 0 12
Inventory, shared account 98.8% 2.0% 12,833 3
Per-run credentials* 98.8%  100% 0 3
Container teardown 0% 0% 0 153
Logging proxy 100% 46.8% 178 0
Logging proxy, given deliverables 100% 100% 0 0
Effect recovery 100% 100% 0 0

Table 2. Real agents under ordinary pressure: what each
option selects and leaves behind over 120 attempts with 153
intermediates. Harm counts selected resources that another
run still uses or that the task delivered. Leaks are silent leaks.
*Analytic, computed from ground truth.

6.2 RQ1: Today’s Options

Options. We compare agent-side cleanup from the agent’s
own list, durable execution with compensations (Temporal),
tag and sweep, container teardown, a container per run with
all calls routed through a logging proxy, and our system. In
the scripted workload, holding every effect back until the
user completes the task stops at the first request that needs
the provider’s answer, with no deliverable. §6.5 measures it
on real tasks. Per-run credentials with provider records are
tested on real accounts below.

Real agents under pressure. Agents perform real tasks
with instructions to finish quickly and cheaply, and we inject
no failure. Four tasks each leave an intermediate and each
runs 30 times under effect recovery. When the agent stops,
we score every other option on the same attempt (Table 2).
Agents completed 115 of the 120 tasks and removed none
of their 153 intermediates. Durable execution leaves all of
them because nothing registered a compensation. With one
credential per run, an inventory difference would select only
the run’s own resources, but attributing a run takes 1.2's
against 8 ms for effect recovery. A logging proxy’s log cannot
tell a deliverable from scratch. Given the user’s declared
deliverables, it matches effect recovery here, because these
tasks involve no teammate and nothing to hold back.

What agents leave behind. Without any system, the
real-agent runs of §6.5 left 6,571 new objects at the providers
in 2,706 attempts, mostly the deliverables the tasks asked for.
The 283 failed attempts left 604 objects, and 47 of them left
at least one object that no part of the task asked for, such as a
payment on the wrong customer. Only 5 of the 2,423 success-
ful attempts did so. These counts are a lower bound, because
the snapshots cover only what each task’s check reads.

The situations of the running example. Six scripted
situations test recording and removal: a stop between steps
(Stop), an effect missing from the agent’s list (Forgotten),
a helper’s direct provider call (curl), a resource the helper
creates without the run’s tag (Untagged), concurrent runs
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Option Stop Forgotten curl Untagged Shared acct. Teammate Hold back Deliverable
Agent cleans up fail fail fail pass pass fail fail pass®
Durable execution pass  pass fail pass pass fail fail fail
Tag and sweep pass pass pass fail pass fail fail pass
Container teardown fail fail fail fail fail fail fail fail
Logging proxy pass  pass pass  pass pass fail fail fail®
Effect recovery pass  pass  pass  pass pass pass’ pass pass

Table 3. The situations of the running example, five rounds
per cell, with effect recovery in the guaranteed configuration.
A cell passes under the rule in the text with none of the other
failures of §6.1. ! It escalates the branch, and the review
survives in 5 of 5 rounds. Under the bounded-risk policy the
review is destroyed in 5 of 5. 2 Passes when the agent names
its deliverable correctly. Misnaming it fails in 5 of 5. > Passes
when given the user’s declared deliverables.

in the same account, each with its own credentials (Shared
account), and outside use of an effect before cleanup (Team-
mate). Two more test decisions about the final pull request
(Hold back) and the user’s declared deliverable (Deliverable).
A cell passes with mean recall at least 95%, mean precision
at least 99%, no harm, and no silent leak.

Table 3 reports 240 scripted runs. Temporal misses the
helper’s direct call, which is not one of its steps. Tag and
sweep misses the untagged resource, and teardown leaves
external effects in place. The logging proxy publishes the
final pull request before completion. When the runs share
one credential per provider, every option gives its Shared
account result. On real accounts, provider records can
attribute effects by GitHub App or Stripe key while each
run has its own credential (§2).

Takeaway. Every other option in Table 3 fails at least
one situation, and effect recovery passes all eight. With real
agents under ordinary pressure, it named every leftover with-
out selecting anything in use and left no silent leak (Table 2).

6.3 RQ2: Necessity of Each Component

For RQ2, we remove one component of §4 at a time and run
a scenario built to need it.

Removing one component at a time. Each scenario runs
20 or 40 times with the component and as many times with-
out it. We predicted each failure before the run.

Table 4 shows that each removal produces the failure the
component exists to prevent. Two removals fail only in a
second scenario. Recording after the response loses noth-
ing for good when only the computation dies, because the
surviving monitor still records it. Until then the effect ex-
ists at the provider with no record, in all 20 trials without
the component and none with it. When the monitor itself
is killed, the removal leaves an unrecorded branch in 5 of 5
trials. Removing claims held by effects changes nothing for
an S3 bucket, which the provider refuses to delete while it
holds objects. On a provider that permits the delete, it deletes
a resource a live pipeline needs in 20 of 20 trials.

Prop. Component removed Outcome without it
P1 Monitor as the only way out 20 unrecorded effects, all
leaked
P1 Lookup before repeating a re- two objects in 40 of 40 runs;
quest one with it
P1 Record from observation, not the 40 leaks, 20 outside resources
agent’s report deleted
P1 Record before forwarding 20 effects present with no
record at the cut
P2 Decision outside the computa- 20 failed runs’ effects kept
tion for good
P2 Completion rule (keep every- 20 runs leak their scratch
thing)
P2 Completion rule (remove every- 20 runs lose their deliver-
thing) ables
P3 Controller outside the computa- 20 runs with nothing decided
tion
P3 Write-off only with proof 20 effects leak after a late ex-
ecution
P4 Claims held by effects 20 resources removed under
a live pipeline
P4 Claims of held-back effects 20 releases of a successful

run refused

Table 4. Removing one component of the design. The full
system passed all 380 of its trials with no prohibited outcome.

A kept pull request also holds a claim on its branch, so the
branch remains in 20 of 20 runs where only the pull request
is declared. Without that claim, cleanup escalates the branch,
again in 20 of 20.

The monitor sees every request. Eleven client stacks,
including curl, the Stripe SDK, and a subprocess with an
empty environment, each attempt 20 mutating requests.
With the container’s network confined to the monitor, the
monitor saw and attributed 220 of 220 attempts. With a
proxy set through environment variables, 20 clients making
400 attempts were seen only 65% of the time, and 140
attempts bypassed the proxy with no record. Here these
hosts did not resolve, so none executed. Seven of the 20
clients ignored the proxy variables.

Observed references only add claims. Over 31 depen-
dency situations, the monitor sees a reference from one effect
to another for about two thirds of the real dependencies: 62%
by our labeling, and 70% and 65% by two model families
labeling blind. References therefore only add claims (§4.6).
A harness places an outside pull request on the branch be-
tween the list and the delete in every trial. The guaranteed
configuration escalates the branch in 40 of 40 trials and never
sends the delete. List-then-delete destroys the dependent in
40 of 40, each recorded in the ledger as bounded risk. With
the GitHub branch wrongly declared dependency-free, the
same race harms the dependent in 40 of 40 trials. Every re-
moval is recorded under its declared justification, and every
other effect keeps its correct outcome. A wrong declaration
therefore breaks P4 only for the type it covers.



Summary. Every component is needed, and the complete
system has no prohibited outcome in 380 trials. The monitor
sees every request that leaves the domain, and removal stays
safe although the monitor sees only two in three dependen-
cies.

6.4 RQ3: Failures

RQ3 injects failures into the trusted parts and checks that
every effect still ends in an outcome with its record intact.

Fault injection. We stop the monitor or the controller, or
lose or delay a provider’s response, at 22 points of an effect’s
lifecycle, 200 times each with random timing: 4,400 trials on
each of Linux and macOS. After the system recovers, an audit
compares the ledger with provider state and checks every
failure category of §6.1. The audit detects each defect we
planted in passing trials: a deleted record, an effect without
owner and outcome, and an effect left at the provider after
its recorded removal.

Results. No trial on either host has a prohibited outcome
in any category. With 0 of 200 per point, the one-sided
95% upper bound on the failure rate is 1.5% per point and
0.07% pooled. Every trial recovered within the 10 s bound.
On Linux, this takes 0.10 s at the median, 0.96 s at the 99th
percentile, and 1.44 s at most. The four points at which the
controller removes two resources account for the tail. We
also scored each of the 22,000 effects in these trials that
needed a decision against provider ground truth. None was
removed while still needed, left without an owner, or left
unclassified.

Further campaigns. Appendix A reports crashes before
and after every durable write (1,520 trials), 500 kills at ran-
dom times, checks of specified outcomes and of a liveness
deadline, and all four provider families with every computa-
tion in its own container. All 220 trials reached their specified
outcomes, a lapsed liveness deadline ended the run exactly
once in 40 of 40 trials, and the four-provider container ma-
trix had no prohibited outcome. The one-sided 95% upper
bounds are 0.20% for the 1,520 enumerated crashes, 0.60% for
the 500 kill attempts, and 0.68 to 0.80% per provider family
in the container matrix. In one interval, after the monitor
durably marks a held-back message as dispatched but before
it forwards it, the unsent message is escalated to a named
owner, as the contract permits (P3).

Takeaway. Across the 22 selected crash points, no effect
was left unrecorded, dangling or leaked.

6.5 ROQ4: Real Agents

The introduction bounds the acceptable loss at two percent-
age points of task success. RQ4 tests that bound with real
agents on real tasks, and measures what mediation costs
them in turns, tokens, and time.
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Figure 4. Task success with and without effect recovery in
the 24-turn test, 2,699 matched pairs. Per task: difference and
95% interval. Pooled: the difference averaged over tasks, with
the interval whose lower end is the one-sided 95% bound.
The shaded region lies beyond the two-point margin.

Tasks and design. Twelve tasks span GitHub, Stripe,
Slack, and AWS, three per provider. Their later steps need
nothing back from a request, the identifier it created, or the
provider’s answer. Stripe runs against a real test account and
the others against emulators. The campaign schedules 318
repetitions of each task with effect recovery under its default
policy and without any system, as matched pairs started to-
gether on the same account. Success is judged from provider
state after the run. The two-point margin, the analysis, and
the task bank were fixed before the campaign. Each attempt
may take up to 24 turns, a budget we tuned so that agents
have room to finish the tasks. Fewer than 0.1% of attempts
in either arm reach the turn cap.

Results. Over the 2,699 pairs of the 24-turn test (Figure 4),
agents complete 88.2% of tasks with effect recovery and 89.4%
without it, averaged over tasks. The difference is —1.15 points.
Its one-sided 95% bound is —2.04 points, so the test misses
the two-point margin by 0.04 points. A bootstrap over pairs
within each task gives a bound of —1.98 points. An attempt
with effect recovery takes 0.11 more turns, 9.15 against 9.04,
and 2.9 s more on average, with the same median of 93s.
Both arms use about 104,000 tokens per attempt.

Where mediation costs a task. Only one task has a
difference whose interval excludes zero. On the task that
creates a Stripe subscription, which is held back, agents suc-
ceed in 96.9% of pairs with effect recovery and in all of them
without it. In six of its seven failures, the agent could not
read an ID from the receipt and sent the request again. The
monitor merged the retry with the held-back request (§4.5).
The agent could not tell, so it stopped and asked for review.
Receipts that report the merge would remove this case.

Held-back effects arrive. In the default arm, completed
attempts held back 447 effects, 229 pull requests and 218
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subscriptions. All 447 were released and are present at the
provider after the run.

Completed with evidence. A task that needs the
provider’s answer counts as completed only if the agent read
that answer before it acted. Every attempt of these tasks
that passed its check had received the required value in an
earlier response, 898 of 898 without a system and 896 of 896
with effect recovery.

The two policy extremes. We ran both extremes on the
twelve tasks, ten repetitions each, next to runs without a
system. Holding nothing back matches running without a
system, with 109 and 105 successes of 120. Holding every-
thing back succeeds in 44 of 120. It passes every task whose
later steps need nothing back from a request. It fails every
task that needs the provider’s answer and 36 of the 40 at-
tempts at tasks that need an identifier, because a receipt
stands in for the provider’s object.

A second harness. We also ran the twelve tasks with
Codex, five times each with and without effect recovery.
Both arms succeed in 55 of 60 attempts. In each arm, all five
failures are on the task that links a new Stripe customer to
a payment, so effect recovery costs no task. The held-back
subscription task succeeds in all five mediated attempts. We
audited every mediated attempt and found no prohibited
outcome.

Takeaway. Agents lose about one point of task success
under effect recovery and spend nearly the same turns, to-
kens, and time.

6.6 RQ5: Automation and Cost

RQ5 measures how many effects the controller disposes of
without a person, and what mediation costs next to an agent’s
own work.

Disposed of without a person. We take every effect
recorded in the real-agent runs of §6.5 and apply the adapters’
declared rules to it under an abort. The efficiency-pressure
runs of §6.2, in which the controller disposes of real agents’
effects at the providers, check this. Of the 8,619 effects
recorded in 2,701 attempts, an abort leaves 41.7% settled
without a person (Table 5). The controller removes 34.1%,
mostly bot messages and uncaptured payments. Another
5.3% were held back and are discarded, and 2.4% were
rejected by the provider and never existed. The rest goes
to an owner, 1.7 effects per aborted attempt, each with its
record in the ledger. Types without a justification, such as
issues, channels, customers, and bucket policies, account for
21.4%, and bounded-risk types, such as branches, subnets,
and security groups, for 7.6%. Another 24.2% are requests
recorded without a removable identity, which the controller
escalates. Most change an effect already recorded, such as
adding a rule to a security group. The rest are git pushes,
S3 object uploads, and edits to objects that existed before

Provider Effects Removed Discarded Rejected Kept Escalated

AWS 2,081 0 0 0 444 1,637
GitHub 2,382 0 229 135 0 2,018
Slack 2,698 2,460 0 3 0 235
Stripe 1,458 477 224 65 0 692
All 8,619 2,937 453 203 444 4,582
Share 34.1% 5.3% 2.4% 5.2% 53.2%

Table 5. What an abort would leave to the controller for
every effect recorded in the default arm of §6.5, under the
adapters’ declared rules in the guaranteed configuration.
Escalated includes 651 effects of bounded-risk types and
2,087 requests recorded without a removable identity.

the run. Finally, 5.2% are kept because an escalated effect
still claims them. Under the bounded-risk policy, the settled
share rises to 49.2%. On completion, the user’s account keeps
the task’s deliverables, 70.8% of the recorded effects. In the
efficiency-pressure runs, the controller removed 30 of the
153 intermediates at the providers, all working branches
under the bounded-risk policy, within 0.2 s of completion at
the median.

Cost per call. We pair each mediated call with a direct
call to the same provider. Against the emulators, the monitor
adds 3.8 to 4.7 ms at the median. As a share of an emulator
call, overhead ranges from 7% for Gitea to 355% for stripe-
mock, which measures the emulators’ speed rather than the
monitor. The monitor adds 4.4 to 8.2 ms for real Stripe, Slack,
and S3. Across all four real providers, the added median is
2.4 to 4.4% of the round trip, over 1,624 mediated calls that all
succeeded and were all cleaned up. GitHub’s added median,
16 to 31 ms, has an interval that includes zero, because its
own response time varies by hundreds of milliseconds.

At scale and in the kernel. With 500 domains, 10,000
calls at 64-way concurrency completed at 565 calls per sec-
ond, with added latency at the 99th percentile below the
250 ms bound we set before the run. As the ledger grows to
1 GiB, every step grows at most linearly: the monitor starts in
2.2 s, the controller’s first pass after a restart takes 3.3 s, and a
forwarded call’s added time stays near 4.8 ms at the median.
The kernel implementation starts a domain in 2.7 ms alone
or 202 ms among 500 and holds it in 160 KiB, against 1.3 s,
about 101s, and 7.5 MiB for a Docker container. A whole
kernel run is ready in 18 ms, comparable to restoring a Fire-
cracker microVM from a snapshot [1]. With ledgers on tmpfs,
the kernel implementation’s monitor adds 0.09 ms to a call,
against 1.8 to 2.2 ms for the Python monitor. A completed
run’s effects reach their outcomes in under a second, and
a stopped run’s in about 3 s, mostly its lease. A held-back
pull request reaches GitHub 0.57 s after completion. Start-up,
kernel, and disposition results are in Appendix B.

Adapters. An adapter takes a few dozen lines per effect
type on a shared base class (§5).



Takeaway. In the guaranteed configuration, an abort set-
tles 42% of real agents’ effects without a person and hands
the rest to an owner with their record. The monitor adds a
few milliseconds per call, a few percent of a real provider’s
round trip, next to a median agent attempt of 93 s. The kernel
implementation starts and holds runs at a fraction of the cost
of a container.

7 Discussion and Limitations

What the contract does not cover. Effects that never pass
the monitor are outside the contract. These include effects
that a provider creates on its own, such as a CI run that a
push triggers, and the agent’s calls to its model. Processes
within one domain are not separated from each other. Effect
recovery does not control information flow, so confidentiality
is out of scope.

Malicious computations. We assume that the compu-
tation is not malicious. Within its confinement, it can still
cause any effect its task allows, such as a damaging message,
and the monitor records that effect and the controller hands
it to an owner but does not prevent it.

Trusted declarations. The guarantee rests on the
adapters’ declarations. An adapter that classifies a mutating
request as a read lets an effect pass unrecorded. An adapter
that declares a type dependency-free when others can de-
pend on it allows a removal that harms them. Effect recovery
does not check these declarations.

Release and staleness. Releasing held-back effects is not
atomic across providers, so if one release fails, the effects
already released stay released. A held-back request is sent
as it was recorded, so a long delay can release a request
that no longer matches the world, and checking it against
the world as Bayou checks the dependencies of a tentative
write [28, 59] is future work.

Agents are not trained to be monitored. In our runs,
some agents stopped when a held-back request returned a
receipt instead of the provider’s object. Today’s models are
not trained to work behind a monitor. Receipts that say more,
and a way for an agent to list its held-back effects, should
reduce this cost.

8 Related Work

Effect recovery builds on systems that make a program’s
work durable or reversible, manage the lifetime of resources,
or confine agents and mediate their traffic. None records
every effect of an unmodified computation and takes respon-
sibility for it after the computation ends.

Durable execution and transactional agents. Work-
flow engines such as Temporal, Restate, and DBOS [20, 49,
58] journal a program’s steps so that it resumes after a crash.
Atomix [39] and Cordon [17] bring transactional semantics
to agents’ tool calls. All of them cover the work that code
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routes through their API Effect recovery records effects
where requests leave the computation, and disposes of each
according to what the provider guarantees.

Resource lifetime and cleanup. A CloudFormation stack
rolls back a failed deployment [2]. Terraform and Pulumi de-
stroy the resources in their state [27, 48]. These tools remove
whatever their declared scope contains, including what a
teammate has come to depend on. Effect recovery removes
only observed effects that a justification makes safe.

Garbage collection. Effect recovery adapts ideas from
garbage collection [32]. Like a conservative collector that
cannot see every pointer [14], it works over a heap whose
references live at providers and with other people. It there-
fore removes an effect only when the provider guarantees or
the adapter declares that nothing depends on it, and hands
every other effect to an owner.

Speculation and output commit. Speculator [40] and
Remus [19] release output once a speculation is validated
or the state behind it is durable or replicated. Speculative
agents [29, 63] run actions early to save time. In all of them
the system decides when output is final. Effect recovery
releases output only when the user completes the task.

Undo across services. Retro [33], Warp [15], and Aire [16]
undo an attack and re-execute the legitimate actions.
GoEX [47] proposes undo and damage confinement for
the actions an LLM generates. These systems repair the
damage of actions known to be wrong, or offer undo for the
actions they run. Effect recovery disposes of the effects of
computations that ended.

Mediating agents and their traffic. Egress proxies and
gateways [31, 57] route and log outgoing traffic. Such a log
supplies observation but no record written before forward-
ing, claims, justified removal, handling of lost responses, or
held-back effects. Agent frameworks let a person approve a
tool call [35, 46]. Sandboxes confine an agent’s processes [1,
61, 64]. ActPlane [66] and revocable capabilities [52] decide
whether a call may happen. These systems decide what a
computation may do. Effect recovery decides what happens
to what it did, and can run behind any of them.

Accountability and provenance. Audit trails [10],
bonded recourse [11], and irreversibility budgets [38] record,
insure, or ration agents’ external actions. Externalization
barriers [30] sketch holding back agents’ effects as an OS
abstraction, without an implementation or an evaluation.
Effect recovery adds claims that outlive the computation,
provider-backed removal, handling of lost responses, and an
implemented and evaluated system.

9 Conclusion

Effect recovery takes responsibility for the effects that agents
leave at external services. It treats their lifetime as garbage
collection over a heap that the collector cannot fully see. A
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monitor records every effect before it leaves the computa-
tion, and a controller that outlives the computation removes
an effect only when removal is known to be safe. Every com-
ponent is necessary, the guarantee holds under crashes at
every step, and the monitor adds only a few milliseconds per
call. Agents complete nearly as many tasks through it.
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A Further Fault Injection (RQ3)

Section 6.4 crashes the monitor or the controller, or loses
a response, at 22 selected points of one scenario with two
providers. This section widens that test in four ways: crashes
around every durable write, crashes at random moments, a
stricter check of the outcome each crash must reach, and all
four providers with every computation in its own container.

Beyond the selected crash points. We also crashed a
representative run before and after each of its 38 durable
writes (76 positions), 20 times per position (1,520 trials), and
made 500 kill attempts on the monitor or the controller at
uniformly random moments, 428 of which hit a process. No
trial had a prohibited outcome. The one-sided 95% upper
bound is 0.20% for the enumeration and 0.60% for the kill
attempts. Crashes between the monitor’s durable dispatch
mark for a held-back message and its forward ended in a
permitted escalation. Such crashes occurred at two of the
positions (40 enumerated trials) and in one random kill, and
we targeted the interval with 50 further injections. In all 91
crashes, provider state shows that the message never reached
the provider, and the ledger retains its dispatch mark and
records its effect as escalated to a named owner. Because the
mark must be durable before the forward and the message
has no idempotency key, the controller escalates it rather
than risk a duplicate send, and the contract permits this
escalation (P3).

Two further checks. At each of the 22 crash points, all
220 trials reached the exact outcome we specified for that
point before the run. A run whose liveness deadline expired
while the controller or the monitor was down ended exactly
once, in 20 of 20 trials each.

All four providers, in containers. The fault matrix of
Section 6.4 uses two providers and runs each computation as
a plain process. We repeated its crash injection with all four
providers and with every computation in its own container,
as in deployment, 20 seeds per crash point. Each trial with S3
(Moto) also holds Slack messages (a small fake), and 440 such
trials cover 22 crash points. GitHub (Gitea) ran 399 trials
over 20 points with the bounded-risk policy enabled, so that
crashes also hit branch removal, and Stripe, against a real test
account, ran 373 trials over 19 points. Every trial reached its
crash point, except 20 Stripe trials of a dependency scenario
that has none and is judged by its own assertions. No trial
had a prohibited outcome. The one-sided 95% upper bounds
are 0.68% for S3 and Slack, 0.75% for GitHub, and 0.80% for
Stripe.

B Starting, Holding, and Disposing of Runs
(RQ5)

Section 6.6 reports the cost per call, the automation share,
and the headline scale and start-up numbers. This section
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gives the details behind them: what limits the monitor at
500 domains and as its ledger grows, how quickly effects
reach their dispositions, what starting and holding a run
costs against containers and microVMs, and the kernel im-
plementation’s cost per call.

At scale. In the 500-domain run, 10,000 calls with at most
64 in flight completed at 565 calls per second, about 18 s, with
no error, and the domains then reached their dispositions in
153 s. During the call phase, added latency was 129-133 ms at
the median and 209-233 ms at the 99th percentile, below the
250 ms bound we set before the run. The monitor commits
its ledger writes in batches from one writer thread, so its
event loop stays free to serve calls. The tail is the wait for
that thread, which is busy 95% of the time under this load. At
the 99th percentile, 276 of 296 ms are spent in the call’s three
ledger writes, most of it queued, and only 16 ms in fsync
and 16 ms at the provider. As the ledger grows from 1 MiB to
1 GiB, every step grows at most linearly: the monitor starts
in 2.2 s at 1 GiB, the controller’s first pass after a restart takes
3.3 s, disposing of the leftovers of about 1,000 unfinished
runs takes 2.5 s, and a forwarded call’s added time stays near
4.8 ms at the median at every size.

Time to disposition. After a user completes a run, its
effects reach their dispositions in under a second. After a
run stops without completion, this takes about 3 s, mostly
waiting for the 3 s liveness lease. The controller’s own work
takes 0.14-0.39 s. Separately, a held-back pull request appears
at the provider a median of 0.57 s after the user’s declaration.
In the RQ1 runs, effect recovery takes a median of 3.01s to
reach its reported outcome (3.26 s at the 95th percentile). The
other options take 0.42 s for agent cleanup, 0.58 s for durable
execution, 0.52 s for the logging proxy, 0.38 s for container
teardown, and 44.6 s for tag and sweep.

Starting and holding runs. Table 6 compares startup
time and memory. A Docker container takes 1.3 s to start
alone, about 101 s when 500 start together, and 7.5 MiB per
run. A whole run of the Python implementation, including its
own monitor, answers its first request 2.9 s after launch, and
the median of 500 launched together after 133 s. The same
confinement with runc and a proxy takes 86 ms and 6.9s. A
kernel domain starts in 2.7 ms alone or 202 ms among 500,
and a whole run admitted through its monitor takes 18 ms or
320 ms, comparable to restoring a Firecracker microVM [1]
from a snapshot. A domain holds 160 KiB, against 3.1 MiB
for a restored microvVM and 50 MiB for a cold one. Snapshot
restore and lightweight secure containers [21, 36] narrow
their cost gap.

Most of the start cost is Docker’s own. With no launcher
options and a smaller image, docker run alone takes 1.1s,
and a rootful Docker daemon starts containers 11-15% faster
than the rootless one measured here. Setting up the firewall
(0.19 s) and waiting for readiness (0.15 s) come after that start.
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Unit started per run Whole run

Concurrent Kernel runc + Docker MicroVM, MicroVM,

runs domain proxy (Python) cold snapshot Portable Kernel
1 2.7 85.9 1,292 312 38.4 2,913 18.1
10 6.4 118.0 3,408 360 41.8 6,565 33.6
50 17.9 375.9 11,272 621 58.9 15,820 126.1
100 33.5 757.8 21,875 1,092 78.0 29,978 142.3
250 95.0 2,445 52,959 4,729 132.4 63,498 270.7
500 202.0 6,921 101,040 7,850 353.8 133,051 319.5
Teardown,
1/ 500 runs 26.6/44.2 139.9/1,705 1,914/134,283 126.6/ 1,113 117.9/975.8 1,914/ 134,283 24.4/49.6
Memory added

per run, at 500 160 KiB 256 KiB

7.5 MiB

50.5 MiB 3.1 MiB 42.4 MiB 225KiB

Table 6. Cost of starting and holding runs. All times are in milliseconds, medians over five repeats: the time to start one
unit when the given number start at once, and the time to tear down one and 500. Memory is what each run adds with 500
running. A whole run is ready when its first request is answered: the Python implementation starts a monitor per run inside
its launcher, and the kernel implementation admits the run through its one shared monitor. The Python implementation’s
teardown, stopping and removing the container and ending its monitor, is the same in both of its columns. A whole run’s
memory includes its monitor and the growth of shared processes, the Docker daemons or the kernel implementation’s monitor,
but not their fixed size, which for that monitor and its 16 adapter processes is about 440 MiB.

Of the 7.5 MiB per run at 500 runs, half is the container’s
cgroup and half its shim, excluding the monitor that both im-
plementations run. The runc figure counts only the container
process.

Mediation in the kernel implementation. To compare
mediation without the cost of storage, we ran both imple-
mentations with their ledgers on tmpfs. There, the kernel

implementation’s monitor adds 0.09 ms to a call, its adapter
included, of which about 0.05 ms is its own work, against
1.8-2.2 ms for the Python implementation’s monitor. In a sep-
arate measurement at 500 concurrent runs of four effects, the
kernel’s checks cost 9-12% of throughput: 184 against 209
runs per second with 16 adapter processes, and 299 against
329 with 32.
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